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Why Janus?

 Limited Continuous Delivery capability

— CAS loads are script driven, but commands are manually entered by
operations team

« Difficulty pin pointing problems to a specific package because of low “burn in”
time
 Failing fast isn’t fast enough

— Backing out of faulty loads requires CAS operations to manually find the
script and then manually enter the commands

« Manually entering commands can lead to errors.

« Developers must be present on the load bridge, even when their changes
aren’t immediately loading

» Longer load windows would tie up individuals for long periods of time
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What is Janus?

« z/TPF automated package deployments for non online updates packages
 Ability to spread changes out throughout a longer load window.
« Three key authentication user check in system
— Developer, Operations, Coverage
« TPF dump parsing and capture
« Automated fallback of changes that cause dumps

« Manually triggered fallback at the request of the developer, coverage, or
operations team

« Automated Start and End Implementation in Service Now
» Multiple console outputs (Web, Slack)
« CRAS entry RESTful API for whitelisted applications
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Architecture Overview
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Load Window Example
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Sample Process Flow

> 1) Developer Freezes Package For Load
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Package Title; Test Package Janus Owner;  Christopher James Cooke{ccooke)
Package Type: Standard v APPL: TPFD Group:  gltpfev
Load Date: 04/15/2020 _Jj 1700 v SandBox: L4 Status:  DEV
Refresh Package Update Package
Components Create Project
| | Checkout Build
SCM Toolkit Check Contention
HEMMJ__" S X Check-In M S :
Audit
Delete
Freeze
Copy Names
Delete
» Dependencies
» Dsects
» MQ Message Templates
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Sample Process Flow

» As Load Approaches, Janus Calculates And Distributes
Packages Across Load Window.

Janus Auto Loader

21192018, 22:4%:35

21572018, 22:59:4

211512018, 23:11:59

21572018, 23:23:50

211502018, 23:35:57

212018, 23:47:56

211572018, 23:59:55

Test For Janus 13

Test For Janus 14

Test For Janus 24

Test For Janus 21

Test For Janus 22

Test For Janus 23

Test For Janus 20
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Sample Process Flow

» As Package Load Time Approaches, Developer, Coverage,
And Ops Check-In.

Janus Auto Loader

211572018, 22:4%:55 Zsmauto Test For Janus 13

211572018, 22:59:54

211572018, 23:11.59

211572018, 23:23:58

211502018, 23:35:57

211572018, 23:47:56

2/15/2018, 23.:5%:55

Zsmauto

Test For Janus 14

Test “or Janus 24

Test For Janus 21

Test For Janus 22

Test For Janus 23

Test For Janus 20
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Sample Process Flow

» Package Is Automatically Implemented through CRAS
Connection

Janus Auto Loader

211572018, 16:19:58 gltptcy Zsmauto lest For Janus /0 loading | Baseline

2/15/2018, 20:55:27 gltpfcv Zsmauto Test For Janus 114

2/15/2018, 20:59:56 gltpfcy Test For Janus 110

o g

3

2/15/2018, 21:17:08 L gltpfcv zsmauto Test For Janus EMER RANDOM scheduled

()

2{15/2018, 21:08:34 7 gltpfcy Test For Janus EMER RANDOM loaded Fallback

2/15/2018, 21:25:42 gltpfcv Test For Janus 00 scheduled

-

2/15/2018, 21:34:16 17478 gltpfcy Zsmauto Test For Janus 01 scheduled

@®© 2152018, 214250 gltpfcv Test For Janus 02

[WARNING] STM Package &7,503 Start Implementation has errors :

[INFO] SCM Package 47,503 Start Implementation Complete

[INFO] [Package Handler] Package 47,593 Sent Command: Command{id=73@5, order=3, entry=ZOLDR ACT 78812345} With Response: 2?2?2227 AZOLDR ACT 7@012345?1122*92072??22B?AJ0LDR16161 21.88.35 CELA - ACTIVATE REQUEST RECEIVE
[INFO] [TPF Connection] Sending message: ZRCRS ZS(M@@O11 PACKAGE 8847503 LOAD COMPLETE

[INFO] [Package Handler] Package 47,563 Sent Command: Command{id=7386, order=4, entry=ZRCRS ZSCMP@B1I PACKAGE 8047583 LOAD COMPLETE} With Response: ??72A2C? AZRCRS ZSCMO@@1I PACKAGE ©@47503 LOAD COMPLETE?!1?2*@?07227u?
[INFO] [Package Handler] Package Load Complete 47,583

[INFO] Package 47,583 Initiated End Implementation

[INFO] SCM Baseline initiated for package 47,583

[WARNING] SCM Packape 47,583 End Implementation has errors :

[INFO] Package 47,583 End Implementation Complete

[INFO] SCM Baseline completed for package 47,503

AMERICAN EXPRESS
Printed: 24-Apr-18 Risk & Information Management




Sample Process Flow

» Package Baseline Notification Is Sent To Source Control
Manager

> After All Packages Are Loaded, Load Window Is Complete
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Automated Fallback Explained

« Every dump is captured.
« Dual threshold for backing out the package.
« Streaming Dump Threshold
— Fallback the last package loaded for every time the threshold is breached.
« Segment Dump Threshold tied to a package

— If the same segment dumps and it can be tied to a package, falloack that
targeted package.

 Last package targeted for fallback if blame cannot be placed.
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Targeted Segment Fallback

Package #5
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"N
| Package #8
"N

Package #1

Package #4

Package #2
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Non-Targeted Streaming Dump Fallback
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Run Books

Execute Run Book Package 46665 Run Book?

Execute Book Package 46665 Run Book? This action cannot be undone!

» Janus operates using runbooks internally
* When a package is frozen it's load & fallback scripts will be converted to runbooks in Janus
» In addition to deployments, custom runbooks can be created for any custom scenario

— Peak Crisis Books

— Threshold Configuration Books

— Job Books

« These custom books can be executed directly from Janus, again eliminating the need for, and
time wasted finding and communicating entries from scripts for entry on CRAS.
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Post Validation Hooks

« Janus additionally features

Add New Validation Hook post-deploy validation hooks.
Package ID 47656 1. « At the moment a package is
automatically deployed, Janus
End Point http://casmepl1.aexp.com:8080 can be Configured to send a
POST to an endpoint with load
Test Save notification
The test button will send an HTTP GET to the base URL and port, which should return a * TOken SyStem
ZI?D error code to be valid. At the time of package load, the entire URL will be called .
with an HTTP POST method containing the following body ° Take advantage Of establlshed
: "packapgeld”: "Intepger walue of your packapge id.", data pipelines
e e .
. issuedToken®: “"String value of issued token which must reply th any APT cz ° Closed |OOp Valldatlon SyStemS

» Reduce impacts caused by bad changes
» Provide results to business instantly
 Remove human element from validation
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TPF CRAS RESTful Interface Explained

* Only trusted and
whitelisted applications
have access to perform
entries.

* Facilitates modular
automation to perform
CAS entries.

» Reason for the entry
displayed through
ZRCRS command on
the TPF console and
logged internally.

» Secured via token
system and
hostname/IP whitelist.
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Machine Log Processing / Any Other
Learning Analysis Application
Application  Application
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